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THE HIGHLY PUBLICISED FACEBOOK
DATA SCANDAL HAS BROUGHT
GLOBAL ATTENTION TO THE SIGNIF-
ICANCE OF ADEQUATELY MANAGING
RISK IN BUSINESS IN THE DIGITAL
WORLD. WHILE WE FACE RISK IN
ALL ASPECTS OF LIFE, BUSINESS
RISKS BOTH POSITIVE AND NEGA-
TIVE CAN DETERMINE THE SUCCESS
OR FAILURE OF A COMPANY. WHILE
BUSINESS LEADERS UNDERSTAND
THE SIGNIFICANCE OF “RISKS”,
SILOED BUSINESS STRUCTURES,
INADEQUATE PROCESSES AND
BROKEN SYSTEMS CAN PREVENT
EFFECTIVE MONITORING OF THESE
RISKS.

It is not enough to aggressively move towards estab-
lished objectives. For success, we must consider the
boundaries of laws, social norms and uncertainties
that arise in regards to potential risks and rewards.
We also cannot separate the management of risk,
governance, compliance, and ethical conduct from
the objective-seeking activity. Everything must be
brought into alignment and operate through fully
integrated governance, risk management, and com-
pliance capabilities (GRC).

TAKING THE RIGHT LEVEL OF
THE RIGHT RISKS FOR SUCCESS

Decision-making is the heart of risk management and
the information used to formulate the decision is the
pulse that keeps the heart pumping. Risk manage-
ment solutions have worked to integrate more material
and detail into the decision making process. The
COSO 2017 update was an improvement on the 2004
version but it does not provide sufficient guidance
on decision making and the need to ‘balance’ the
potentials for harm and reward. To further improve
the decision making process one must understand
what level of risk they are taking and thus the focus
of risk management should not be limited to avoiding
harms, but instead enabling informed decisions that
lead organizations to achieve their objectives.

-XECUTIVE

EXECUTIVE SUMMARY

SUMMARY

This paper focuses on setting up a digital governance
that encompass risk management and performance
management. We describe how you can use the
“smartcockpit Read and Lead” approach to effec-
tively monitor and manage risks by getting a 360°
view of the health of your organization while following
actions and decisions made as well as their impact.

Read: allows leaders and risk managers to under-
stand what is happening in the organization.
Document objectives and risks with the right data
and contextual information
Manage exceptions
Measure and control efficiency of the risk man-
agement process

Lead: uses the information from “Read” to help the
organization “Lead” by making effective risk aware
decisions.

Making decisions / taking actions

Measuring impact of decision and correct/adjust

if needed
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RISK MANAGEMENT AND YOUR BUSINESS

SK MANAGEMENT

q
AND YOUR

The environment of risk in business has continued
to morph as digitization and technology brings to
life new challenges in cyber and data security and
managing these risks is becoming more and more
challenging.

Moreover, we are living in a global environment full
of uncertainties that forces organizations to set or
improve their governance and their approach to
managing risk to meet the demands of an evolving
business environment.

WHY MANAGING RISKS
IS IMPORTANT

Risks are part of life and every activity has its associ-
ated risks. As depicted below, risks are everywhere
and of many types.

Digitalization

Enterprise 4.0

Regulations

SMARTCOCKPIT - THE FUTURE OF RISK MANAGEMENT STARTS NOW

SUSINESS

AN ENVIRONMENT
OF UNCERTAINTIES

To ensure smooth execution of any activities, risks
have to be considered and managed.

When asked “Why are you managing risks” organ-

izations usually answer one of the following three

reasons:

1. Because we are forced to manage risks (ie. com-
ply with regulations)

2. Because we want to control our processes (ie.
internal controls)

3. Because we want to ensure reaching our objec-
tives (ie. proactive management of risks in order
to reach the objective of the organisation)

(E)-Reputation

(In)Security

Globalization

We believe organization should manage risks for
good reasons and take advantage of it instead of
just satisfying regulations, thus answer 3 should be
the reason for managing risks. It should provides
confidence for reaching objectives while preserving
organization patrimony / assets and complying with
laws and regulations. This also help dispose of a good
governance that makes you be proactive instead of
just defensive, while improving collaboration.

Note that we have seen lately shareholders and in-
vestors asking organizations to focus on a strategic
framework for long-term value creation, thus rein-
forcing the need of good governance of risks and
performance.

WHAT IS A RISK?

The term risk can be defined by the effects of un-
certainty on objectives, activities, decisions and/or
requirements. It is any event, action or inaction that
may lead to either the failure to achieve an objective,
the reduction of performance or the loss of oppor-
tunity. It involves the following aspects:

- the combination of probability and consequence;
the consequences may be positive or negative;
uncertainty is estimated or determined by means
of probabilities.

Note that in Mandarin, “risk” is symbolized by the fol-
lowing ideogram ( f&#l). One side representing “risk”
and the other “opportunities”. It symbolize “crisis”
and according to Chinese wisdom, the crisis is far
from a tragedy but the time to take up the challenge
to bounce back and better... “We must fight against
pessimism, we must move forward.”.

There are two main types of risks:

Changes of circumstances; Strategic risk:
Gradual change or evolution of circumstances
(risk have positive aspects that are opportunities).
Examples: Technology, consumers’ behavior,
climate change, financial crisis, demographic
structures...

Consequence of events; Operational risk:
Any event, hazards, danger that is a sudden oc-
currence of a specific combination of circum-
stances (as risk: with negative impacts).
Examples: Snow, fire, explosion, damage, vio-
lence, accident...

RISK MANAGEMENT AND YOUR BUSINESS

You should make a conscious decision where to
apply formal risk assessment and to what extent
you want to evaluation to occur as a formal risk
assessment can be a costly endeavor.

As you evaluate, you must keep in mind that every
risk has causes and effects. Keeping in mind that a
cause or effect can be another risk.

Causes/sources of a risk Effects/consequences of a risk

Internal sources Effects on

Organization, human Life and health

— Effects on
External sources N Business development
Economic, political F N

Effects ol
Other
Sources

=

|

Effects on
rofit and Loss

WHO MANAGES WHAT?

Risk are different in nature and type and all have a
different probability or frequency of occurrence and
impact. Generally, different groups of stakeholders
are managing differents types of risks. Risks that
have high frequency (that could happen every day or
week) and a low to moderate impact, are considered
as “operational risks” and should be managed by the
teams. While risks that have a low frequency, like
once every 5 years or so and an important impact,
are considered as “strategic risks” thus managed
by the board.

BENEFITS OF RISK
MANAGEMENT

Risk management is a strong contribution to business
development and to long-term success. It helps with:
- Establishing a good governance
Achieving strategic objectives,
Performing operational activities,
Complying with legal and other obligations.
Reducing performance variability by linking risks
and performance management
Respond to deviations in performance more
quickly and consistently
Enhancing enterprise resilience by improving its
ability to anticipate and respond to change
Enabling the achievement of strategy by actively
managing risk and performance
Offering a comprehensive view of risk and enables
more risk-aware decision making
Increase economic value of the organization

SMARTCOCKPIT - THE FUTURE OF RISK MANAGEMENT STARTS NOW



CUSTOMER SEGMENTS.

DOMINIQUE A. FREYMOND

CHALLENG
OF MANAG

While most would agree that managing risk is im-
portant, the actual task of doing so can be tedious
and time consuming. Companies are faced with data
overload and constantly changing geopolitical envi-
ronments as well as changing laws and regulations
that makes deciphering the information an essential
yet mountainous task for business leaders. Apart
from that, there are several reasons that make risk
management difficult, such as:

Identlfylng risks and documenting them
How do you define risk in your organization?
To what level of detail should you document the
risk?
How to aggregate them and where to store them?
Are they linked to strategy, objectives and/or pro-
cesses?
How to link risks between them and structure
them?

Managmg the process
How to avoid having a document that stays on
the shelf?
Is the process rigorous to achieve assessment,
controls and audits?
Is reporting and communication efficient?
Is it integrated smoothly in day to day work?
Do you work transversally or in silo?

Tools
Are the figures provided relevant without errors?
To what level of complexity and costs?
Are they well integrated with existing systems?

Others
Is the project supported by the management
(Tone at the top)?
Is there a common methodology that is correctly
used?
Is there a shared risk management culture?
Is there a good communication and level of train-
ing?
And more...

In the following chapters, we have chosen to develop
some of these points that we believe are the most
challenging.

CHALLENGES OF MANAGING RISK

S

NG RISK

WHAT LEVEL OF DETAILS IN RISK
DESCRIPTION?

First, you need to find a happy medium in the de-
scription of the risks. How much detail does it need?
One can understand the importance of precisely
detailing the risks, the sub-risks, the sub-sub risks,
their factors, etc. but this precision usually leads to
over-information.

For example, imagine that your objective is to devel-
op international markets via digital solutions.
One of the risk that could prevent you from achieving
this goal is the availability of Information Systems.
How much detail should be included in defining the
availability or unavailability of Information Systems
in your global expansion and their impact on your
overall growth.

Information
. leaks / alteration
Piracy /

Hardware failure — —
“ /7 problem availability

Power loss
\ System

availability
Loss of key /
resource

Is that enough or should we describe more? Not easy
to say. But what is sure is that not everybody need all
of the details. You would not provide top management
with specifics likes bugs, hardware failure and so on
but for an IT manager or IT infrastructure manager,
these details might be necessary. If well managed,
they will prevent the unavailability of IT systems.

Thus, if you do not consider the audience wisely, the
risk of information overload is real.

SMARTCOCKPIT - THE FUTURE OF RISK MANAGEMENT STARTS NOW



CHALLENGES OF MANAGING RISK

HOW TO ORGANIZE THEM?

Risks are not organized in hierarchy; one can impact
another while being impacted by others. It is funda-
mental to be able to linked them in an interconnection
map as a “network”.
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Extract from the WEF publication
“The Global Risks Report 2016 - 11th Edition”
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MANAGING THE PROCESS

To avoid preparing a risk report that just sits on a
shelf, you have to manage the process to make it
live. Enterprise risk management requires a continual
cycle of obtaining and sharing necessary information
from both internal and external sources, which flows
up, down, and across the organization. To achieve
this, you must have discipline in the risk manage-
ment process. Most organizations manage risk as a
“snapshot” of a situation at a given time. The problem
is that this picture is static, takes time and energy to
be produced and is disconnected from operations.

Not only do we need to manage assessment, con-
trols, audits,... but we should also transform the risk
process from a «picture» to a «live movie». You can
achieve this by embedding it into decision making
to fully integrate with performance management. So
when you have a performance issue, you might be
alerted on the risk side and vice and versa.

WHAT TOOLS?

Choosing an ERM solution is not an easy tasks. There
are basic needs like risk file/description, risk assess-
ment, reporting, management of controls workflows,
etc. You certainly should also integrate intangible
feedback such as non factual data or predictive
impacts based on trend. In addition to capabilities
parameters such as usability & user acceptance,
implementation time, maintainability, scalability, in-
tegrability and of course costs & ROI must be taken
into consideration.

We recommend that you choose a tool that allows
you to implement an agile risk management solution
that allows smooth integration with performance and
quality management as well as action follow-up.

CHALLENGES OF MANAGING RISK

Zoom on risks using Excel

Excel remains the prefered IT solution to manage
risks in many organization. But it is not without risks,
such as:

Collaboration, consolidation, obsolete and loss of
information
- How to diffuse/share information?
How to make sure you have the latest freshest
information?
How to produce a summary risk report based on
multiple files?

Confidentiality, traceability, integrity and information

security

- How to ensure confidentiality without multiplying
number of files, which would complicate aggre-
gation and monitoring”?
How to manage the audit trail of who did what?
How to make sure the file is not corrupted?

Maintainability and scalability

- How to maintain them?
How to make them evolve to suit organization
changes (new risks, new organization...)? The
more files you have to more complex it becomes.

Legacy Systems and Silos

Many organizations are threatened by legacy systems
that are siloed by various factors, which produces
fragmented processes and data as a result. What is
more, the senior board may be unable to get a ho-
listic view, ultimately impacting the decision making
process.

If organization continue using legacy systems that
are not transparent and cross-functional to all de-
partments, it will become difficult to have the en-
terprise-wide data governance and transparency
needed to understand various risks at a holistic
level. But even if it would be possible to change
the whole IT ecosystem, this would take time. This
is why we recommend using an agile solution that
can provides transverse informations on both risks
and performance.

SMARTCOCKPIT - THE FUTURE OF RISK MANAGEMENT STARTS NOW
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NEW ERA FOR RISK MANAGEMENT

NEVW ERA FOR RISK
VIANAGEMENT

Two streams of thought often clash: Risk Manage-
ment and Performance Management. Instead of
opposing them, why not combine them? We believe ...

it is important to consider both the strategy-setting

process and the performance drivers when evaluating |
risk. Integrating risks with performance management .-
will help you sustain value creation as well as preserve
organization patrimony/assets. Let illustrate what we S
are trying to say through an example: — -~
Imagine that you are the security manager of an air-

port. What would happen if you only manage risks?

Or only performance? : i ;

If you only focus on performance your goal might
be to reduce the time spent by passengers passing
through security gates. For example, you might want
them to pass through security within 20 minutes. So
you might evaluate “What are the means that the |
security staff dispose to achieve this?”. Implicitly we

would want to improve the efficiency of the security = :

checks, but what if they decide not to search anyone? [ i |
Passengers would go through within the timeline but
your operation would not be compliant with regula-
tions, which is not acceptable. Another method of t . |
achieving the 20 second goals would be to open - » '
more security control gates but that might have a

negative impact on your financials. Alternately, they

can also check the passengers with less gentleness

so it will be quicker but their satisfaction will decrease
and your airport will be less attractive.

[ -

Qol vdw
aﬁnﬁnﬁiﬁmlnﬂmmuﬁw:hﬂk- ® 1 L e T W

1

— i : . r

RIS MANAGEMENT 15 ANGART
NORA SCIENCE

UNKNOWN
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NEW ERA FOR RISK MANAGEMENT

On the other hand, if you focus on risk only, an ob-
jective might be to reach zero risk. Best way to have
zero risk is to close the airport, which is not an option.
You could think of setting tougher controls which
will be longer, and it could could mean that many
passengers miss their flights which could reduce
satisfaction and the airport could incur other costs
of delay.

By managing both perspectives you get a true 360°
view of the health of your activity and you can balance
between risks and performance. A good governance
that provides you with a better level of confidence for
reaching your objectives while taking the right level
of the right risk to balance value creation and value
preservation in order to ensure sustained long term
success. This is what we call risk aware decision
making.

RISKS FRAMEWORK EVOLUTION

Both COSO and ISO 31000 have updated their frame-
work in the past few months. COSO started in June
2017 with a new title “Enterprise Risk Management In-
tegrating with Strategy and Performance”. Enterprise
risk management is no longer focused principally
on preventing the erosion of value and minimizing
risk to an acceptable level. Rather, it is viewed as
integral to strategy setting and the identification of
opportunities to create and maintain value. Instead
of simply focusing on reducing risk to a target state,
enterprise risk management becomes a dynamic
and necessary component of managing an entity
throughout the value chain.

ISO followed in February 2018, by placing value cre-
ation as the driver and purpose of risk management.
The need for strong leadership, commitment and an
integrated approach is highlighted.

The majority of ERM frameworks in place are “risk
centric”, not “objective centric”, thus making difficult
to make them evolve with this new paradigm. As Tim
Leech says “When an ERM framework starts with
an organization’s top value creation and preservation
objectives as a foundation (i.e. is “objective centric”)
it naturally forces integration with both strategy and
performance and ideally it leads to better decision
making .”

SMARTCOCKPIT - THE FUTURE OF RISK MANAGEMENT STARTS NOW

CHALLENGE OF
THE ENVIRONMENT

Global economies are now interconnected. Organ-
izations must now operate under uncertainty and
constantly evolving regulatory scenarios. To respond
to this, it is crucial for them to be agile in order to
quickly adapt and respond to changing needs.

The problem in the risk management field is that
the vast majority of ERM frameworks available in
the world today really do not integrate very well with
strategy and performance, as they are “risk centric”,
not “objective centric”.

Moreover boards and executives have enhanced
their awareness and oversight of enterprise risk man-
agement while asking for improved risk reporting.

FAILURE OF THE THREE LINES
OF DEFENSE

The “three lines of defense” model for risk manage-
ment has been widely accepted as a best practice
by regulators, consultant firms, software publishers,
professionals risk associations and amongst others.
This approach focuses participants on value pres-
ervation objectives.

As a reminder, the first line of defense is a function
formed by core teams who are responsible for iden-
tifying and managing the risk. The second line of de-
fense supports the first line of defense and provides
governance, policies and procedures to ensure the
risks are being managed according to the internal
controls. The third line of defense (i.e., internal audit
function) provides independent assurance on internal
control “effectiveness”.

But the three lines of defense are not working as
planned. The term “defense” suggest that risk are
only threats... but they are also opportunities. This
generates a “risk centric” approach which does not
fit well with strategy and performance. This is why we
believe you should make sure your risk management
approach is really “objective centric” that will allow you
to integrate with performance management leading
to risk aware decision making.

Tim Leech - riskoversightsolutions.com

ARBITRATE RISK APPETITE
AND AVERSION

Every organizations has a different risk culture and
thus it is mandatory to define the risk culture within
your organization by setting your risk appetite and
risk aversion. Risk should always stay below your
organization capacity. It is your tolerance threshold
that will define if you have to apply a treatment to the
risk. This is easier to say than do as each stakeholder
might have a different perspective.

Risk Risk Risk Organization
Aversion Tolerance Capacity level
Exposure Exposure Exposure Exposure
We accept/retain, We may accept We do not accept T GRS RRD
do not mitigate but seek to mitigate will take actions to "
further when reasonable mitigate must mitigate

Risk Appetite ? Owner level
JAY JAY

ROLES AND RESPONSIBILITIES

You will want to clearly define and describe the dif-
ferent roles that are involved in the risk management
process.

1. Board / Management
Set organization objectives
Define risk culture

2. Risk manager / officer

- assist the risk owner of top value creation and
potentially value eroding objectives to assess
and report on the state of residual risk status to
senior management and the board
help the risk owner optimize the risk treatment
design (i.e. the lowest cost possible risk treatment
design capable of producing an acceptable level
of residual risk

3. Risk owner
Define the risks and treatment to be applied
Mitigate the risk - execute the risk treatment
Have a risk-informed decision-making environment

4. Auditors
Review and audit the risk management process

NEW ERA FOR RISK MANAGEMENT

RISK AWARE DECISION MAKING

As discussed previously in this paper, we believe risk
management should be integrated with performance
management. Thus for each process, management
should be able to measure their performance and
ensure their efficiency while managing the risks in-
curred by their activity and decisions, as depicted
in the following:

Measure
performance Ensure processes Manage and prevent e
compared to efficiency risks DtizE iy S
objectives
L 4 0 4 L4 A4
Pt_arfqrmance Process efficiency Risks indicators Risk process
indicators e S o
(KPI) indicators (KRI) efficiency indicators

PERFORMANCE RISKS

When you start by asking what top of mind bad
things could happen linked to what people assume
are the organization’s top objectives, it takes things
in a very different direction.

This will help

- 1o assign responsibility to the most logical and
accountable management person or persons
linked to top objectives to assess if it is, or is not,
within the company’s risk appetite/tolerance, thus
making the process more “real time” as opposed
to an annual or semi-annual exercise.
better resource allocation decisions, particularly
on objectives that could conflict like profit maxi-
mization and compliance with the law
a simple mechanism to link formal risk assessment
work with performance data
a clear path to enhancing the risk assessment
and management capabilities of staff at all levels
to better achieve the company’s most important
objectives.

SMARTCOCKPIT - THE FUTURE OF RISK MANAGEMENT STARTS NOW
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THE FUTURE OF
RISKS MANAGEMENT

SMARTCOEIS- | |5 AN
OPRORITUNIINSIO CREATE
A TVING SOLU TION,

ICN — INTERNATIONAL COUNCIL OF NURSE
PROFESSOR THOMAS KEARNS - INTERIM CEO

STARTS NOW

An important goal is to ensure the organization’s
top value creation and preservation objectives are
linked with their associated risks. As it is important
to balance value creation and value preservation in
order to ensure sustained long term success.

The objective is not to minimize risk but rather to op-
timize the level of risk being accepted to best achieve
the organization’s objectives while still operating within
an acceptable level of retained/residual risk.

In addition to analyzing risk the process should also
focuses on “optimizing risk treatments” — i.e. the
lowest possible cost combination of risk treatments
necessary to operate within risk appetite/tolerance.
You should transform your risk process from a “pic-
ture” to a “live movie”

Embed the process into decision making

Integrate with performance management

WHATEVER YOUR PERSPECTIVE

[ GOVERNANCE // PERFORMANCE // RISK
QUALITY // COMPLIANCE // AUDIT // PROJECT

THE SMARTCOCKPIT WAY -
RISKS MANAGEMENT
MADE EASY

smartcockpit was developed to fit the gap of risk
aware decision making by naturally linking risk and
performance management. As explained throughout
this paper, we believe risk and performance should be
managed in coherence as they are intimately linked.

0

UNDERSTAND

=>
P e—]

REVIEW

MAKE
OBJECTIVES DECISIONS

MEASURE
IMPACT
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The smartcockpit solution differs in its “read and lead”
approach. The combined view of different perspec-
tives (performance, risk, compliance, quality and pro-
ject) provides a 360° view of the organization’s health.
Observing a situation is not enough, it is necessary to
be able to make decisions by implementing actions
and to make sure of their impact. To this purpose,

smartcockpit covers the entire decision process in
a simple and flexible way.

The solution helps you to build a governance pro-
cess that is simple and effective by improving col-
laboration while instilling a culture of continuous
improvement.

SHARE IMPROVE SIMPLIFY LEAD EMPOWER

99 Lo

ollo

o (N SN SN o S
AR A/

The following diagram illustrate a simplified decision
making / risk management process. You start by
defining objectives and associated success indi-
cators. From there you analyze what risks might
impact you achieving your objectives. You then

Define objectives Identify risks

Document risk that
may impact objectives

Define objectives

Define associated
indicators Assess risks

Consolidate risk at
strategic level

Define risk thresholds

Identify stakeholders

define how you can mitigate/treat them. Once you
have setup your parameters, you execute the pro-
cess. And as this is an iterative process, you will
review your objectives and associated risks on a
regular basis.

-~ ~

Define how to mitigate Manage the risk
risks management process
Define responsibilities Evaluate process
o[VE1[13%
Define planning

Escalate incidents

Leverage experience

Information and
communication

Iterative and systematic approach

SMARTCOCKPIT - THE FUTURE OF RISK MANAGEMENT STARTS NOW

DEFINE OBJECTIVE

First you have to define your objectives. For the sake
of simplicity, we will define only one objective, “Grow
Our Corporate Global Business”, with only one KPI
defined as “Hit company global sales target of $250
Million in Sales by year end”. This would be repre-
sented like this:

e g s -
.: [LFTFtE ]

- g . M

In the graph, you see where we are compared to
the target - the current period is February 2018 and
we are slightly above the target. You also see how
you should evolve to the objective of $250 Million
according to you plans and tolerance (green, amber,
red zones).

We will not explain in more details here, but this ob-
jective is under the responsibility of a specified person
and can be documented according to your needs.

IDENTIFY RISKS

The next step is to identify what risks could prevent

you to reach your objective. In our example, we have

defined two risks:

1. Market change (Competition / New, alternative
product / Bad economics / ...)

2. Supply chain issue (Production issue / supplier
issuer/ ...)

The risk information is added to the objective KPI

context, as depicted below:

THE FUTURE OF RISKS MANAGEMENT STARTS NOW

Now that the risks are linked to our objective, we
can easily see that the “R7 Supply chain issue” is
not under control, thus potentially impacting our ob-
jective. So let’s focus on this risk and have a look at
it’s mitigations.

TREAT RISKS

To have more details on the risk, you just have to click

on it and you get to the “R7 Supply chain issue” risk

file, we can now see different things in addition to
the risks assessment and definition:

- Itis linked to three items, including our objective
It has two mitigations associated, “Delivery con-
trol” and “Quiality control”. We can see that control
“C21 Delivery control” is not performing as ex-
pected - it’s status is amber - and it was reported
for week 8.

Note that we can also define additional set of infor-
mation on the risk file, what we call custom additional
fields. These are really useful as they are not simple
textual data, but can be use to dynamically filter on
different grouping, perspectives.

If we focus on the control, we can have an overview
of its run history, its responsibility and potential on-
going actions. Note that smartcockpit allows you to
schedule controls, thus enabling alerting if not done
on expected schedule.

Note that you should optimize risk treatment strate-
gies — the lowest possible cost combination of risk
treatments to achieve an acceptable level of residual
risk status linked to the objective being assessed.

SMARTCOCKPIT - THE FUTURE OF RISK MANAGEMENT STARTS NOW
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RUN THE PROCESS

Let us focus now on the role who needs to make
sure the process runs smoothly. You have to get
a quick insight of what is ok and what is not. You
would certainly not go under each risks to make sure
everything is under control. This is why smartcockpit
provides you with a “control follow-up” dashboard
where you have oversight of all the controls.

.

You can easily spot the ones that are late or not under
control thanks to the many filters available.

Smartcockpit also manage the audit process of your
risks and controls. If during an audit or inspection,
you spot non compliant items, you can then define
corrective action and follow them up.
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AUTOMATION AND ARTIFICIAL
INTELLIGENCE

It is wise to consider taking advantage of automated
controls. And with advances in artificial intelligence
you can even get more proactive controls that will
improve and learn over time.

SMARTCOCKPIT - THE FUTURE OF RISK MANAGEMENT STARTS NOW

MANAGE THE QUALITY
OF THE PROCESS

But if you want to improve the risk manager effi-
ciency, you will start your journey through quality
indicators. Not only will you get the current status of
the process, but you also have the full history of it.
In our example below, we can quickly see that not
all controls are done in due time and that we have
open non compliance on 2% of our controls. When
you click on the indicator, you will get to the “control
follow-up” screen prefiltered with the right information.

Quality indicators
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INTEGRATE WITH PERFORMANCE
MANAGEMENT

You could be even more proactive. Imagine you add
a KPI to your supply chain process so that as soon
as one indicators is not under control you will see
the link with the associated risk and in turn be able
to act much faster.
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Indeed, the KPI on Delivery could lead to an alert
enlightening something that may affect “supply chain
issue” risk.
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SMARTCOCKPIT -

BACK AT BOARD LEVEL

With multiple cockpits you can ensure that each
level has easy access to information relevant for their
role. Top management can have a clean, crisp and
holistic view of how the company is managing risks.
Their dedicated cockpit allows them to have a quick
overview of what is going on in the organizations.

It could look like the example below. At a high level,
important questions can be grouped together to ask
things such as “Are we aligned with our Corporate
Objectives?”, “Are we in good health?” or “Do we
manage our risks?“. You then have information en-
compassing both perspectives (risks, performance,
compliance, projects) and can manage what requires
your attention. This is what we call 360° view of the
company health.

When you click on “Do we manage our risks” in
our example, you will see the risks aggregated by
types. So the Board is alerted when something is
not under control, without being overflowed with to
much details.
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Should you want more details, then you could drill
through the details in each respective cockpit.
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IN SUMMARY

In summary, smartcockpit provides you with more
than a digital risk management solution. It is a real
digital governance solution that ensures.

an up-to-date vision of the risks and their level of
criticality and their link to objectives and perfor-
mance,

a good governance, through a clear definition of
roles and responsibilities,

an efficient control management,

a monitoring of all actions and measures,

a fluid collaboration,

the quality of the process, guaranteeing rigor and
management efficiency

THE FUTURE OF RISK MANAGEMENT STARTS NOW
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e PROBLEM I THAT
NOT EVERY THING THAT
DUNITS CAN BE COUNTED
INEVERY THING THAT CAN
BE COUNTED COUNTS.
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smartcockpit is a Swiss company founded in 2013
in Geneva that designs and develops a software
solution responding to a business need: helping
managers to set up an optimal digital governance
within their organization.

The smartcockpit solution differs in its “read and
lead” approach. The combined view of different per-
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health. Observing a situation is not enough, it is nec-
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